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1	Decision/action requested
This contribution proposes to resolve four editor’s notes on the solution #30.
2	References
[1]	3GPP TR 33.861: “Study on evolution of Cellular IoT security for the 5G System”
3	Rationale
This contribution provides the changes made to the solution #30 as the related CR to TS 33.501 (S3-200357) only shows the final changes.
1. Editor’s Note: How the Hash_RC in the initial Registration Request is protected is FFS 
It is clarified that Hash_RC in the initial registration is protected using the initial NAS protection and added a reference to clause 6.4.6 and Hash_RC is not a cleartext IE.
2. Editor’s Note: How often the UE radio capability info request is triggered by AMF is FFS.
It is clarified that AMF triggers the UE radio capability enquiry procedure when AMF doesn’t have a valid UE Radio Capability, UE indicates its capability update, or Hash_RC in the registration request does not match with the stored UE Radio Capability.
3. Editor’s Note: Whether the solution allows early acquision of UE radio capability by NG-RAN node should be clarified 
It is clarified in a new NOTE that NG-RAN can perform early UE radio capability acquisition as normal and, in that case, NG-RAN doesn’t need to acquire the UE radio capability again when AMF triggers a UE radio capability procedure.  
Finally, the step 2 description is updated to make it consistent with the figure, i.e., the Hash_RC is not provided to the NG-RAN node. 

4	Detailed proposal
This contribution is only for information and shows the changes made to Solution #30 in TR 33.861 [1] to address Editor’s Nodes.

***** START OF FIRST CHANGES *****
[bookmark: _Toc25586136]6.30	Solution #30: AMF verification of the UE radio capabilities for CP optimization only CIoT UE 
[bookmark: _Toc25586137]6.30.1	Introduction
This solution addresses key issue #15: Security for UE radio capability transfer for CIoT UE.

[bookmark: _Toc25586138]6.30.2	Solution details
This solution proposes to protect the UE radio capabilities of control-plane only CIoT UEs in the following way.
(1) UE includes the hash of its radio capabilities in the Registration Request message to the network 
(2) AMF verifies the UE radio capabilities when it acquires the UE radio capabilities based on the UE capability enquiry procedure
The procedure below only shows the messages required for the UE radio capability verification.


Figure 6.y.2-1: UE Radio Capability verification procedure for CP only CIoT devices
1. UE sends a Registration Request message with Hash of the UE radio capabilities (Hash_RC). The Hash_RC is protected using the initial NAS protection as specified in clause 6.4.6 of TS 33.501 [8].
NOTE x: Hash_RC is not a cleartext IE.
Editor’s Note: How the Hash_RC in the initial Registration Request is protected is FFS. 
2. If the AMF does not have the UE’s radio capabilities stored already or if the UE has indicated UE radio capability update due to the UE’s NG-RAN radio capability information change in step 1 (as specified in clause 5.4.4. of TS 23.501 [10]), or if the Hash_RC does not match with the hash of the stored UE radio capabilities at the AMF, then the AMF triggers the serving NG-RAN node to acquire the UE radio capabilities as specified in TS 23.501 [10] and TS 38.300 [14].AMF determines to trigger a UE radio capability enquiry procedure by sending a UE radio capability information request message with the received Hash_RC to NG-RAN node serving the UE. 

[bookmark: _Hlk31273100]Editor’s Note: How often the UE radio capability info request is triggered by AMF is FFS.
3. The NG-RAN node performs UE Capability Enquiry procedure with the UE to get the UE radio capabilities.
Editor’s Note: Whether the solution allows early acquision of UE radio capability by NG-RAN node should be clarified.
[bookmark: _GoBack]NOTE z: The NG-RAN node may have performed an early acquisition of UE radio capability (i.e., UE capability enquiry procedure has been performed prior to step 2). In such case, step 3 can be skipped.
4. The NG-RAN node sends the UE radio capabilities to the AMF.
5. The AMF calculates the hash of the received UE radio capabilities and compares it with the hash received from the UE. If they match (i.e., verification is successful), the AMF stores the UE radio capabilities with a verified flag set.
NOTE 1: The verified flag can be used by the upgraded AMF (i.e., AMF that understands the verified flag) to confirm that the UE radio capability has already verified by another AMF when it receives the UE radio capability from a legacy AMF.   
NOTE 2: If hash verification fails, the AMF would throw the UE Radio capabilities away. In this case, the UE radio capabilities would need to be re-fetched at the next connection.

[bookmark: _Toc25586139]6.30.3	Evaluation
TBD
***** END OF FIRST CHANGES *****
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